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Introduction
Wireless LAN networking allows the user to perform data sharing without the need to connect to a 
common wireline network. In a wireless environment, data security can be easily compromised 
because traffic is carried over the air without physical protection, as is in the case of wireline com-
munication. Attackers, with a device capable of understanding the protocol, could observe the data 
flow and compromise the privacy of a wireless LAN.

The IEEE 802.11 standards include an encryption system called Wired Equivalent Privacy (WEP), 
to allow secured authentication and data protection. The mechanism relies on a common set of 
keys shared amongst the network participants (stations) and the Access Point (AP). Due to an 
inherent design flaw and general misuse of the WEP options, 802.11 data security has been suc-
cessfully broken with relatively little effort. Also, note that the 802.11 security enhancement supple-
ment standard is a work in progress.

This article describes NextComm’s security enhancements, known as Key Hopping™, which is 
available on NextComm’s 7010 MAC ASIC for station and AP products. The design philosophy 
manifested in Key Hopping™ includes rapid key changes, robust key management, backward 
compatibility, and no extra external server requirement.

Instead of using the 802.11 WEP shared keys directly for encryption and decryption, the key man-
agement part of Key Hopping uses session keys as the keys for encryption/decryption purposes. 
The session keys are changed frequently to allow the short lifetime of sessions necessary to avoid 
the Initial Vector (IV) reuse and known IV attacks.

Weakness of Standard WEP

Overview
According to the IEEE 802.11 1999 standards, WEP requires each device to be configured with 
four shared keys - the same set of shared keys are deployed on all devices belonging to the same 
wireless network, including the AP. One of the shared keys, along with three bytes of visible key 
(the IV), is used as the input to the RC4 key-scheduling algorithm to initialize RC4’s internal 
pseudo-random number generator. Subsequently, the generator outputs keystream to be used for 
XOR’ing with the plaintext. The outcome of the process is a stream of encrypted data called 
ciphertext. In order to validate the authenticity of the packet, a 4-byte value called the Integrity 
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Check Value (ICV) is added to the plaintext before going through the encryption process. The WEP Integ-
rity Check algorithm is CRC-32. This process is depicted in Figure 1.

Figure 1.  Standard WEP Encryption Process

On the sender side, IV is typically initialized to a value of zero and is incremented for every new packet 
transfer. For each packet, the RC4 gets re-initialized with the combination of the new IV and a fixed shared 
key. The information of the IV used for encrypting the packet and the Key ID (the index of the shared key, a 
value between 0 and 3) is carried inside the header of the packet non-encrypted.

On the receiver side, once a WEP frame is received, the IV and Key ID are extracted and used to initialize 
the RC4 random number generator. Because the key is used in initializing both the sender and receiver 
RC4 random number generator, the same keystreams are generated. By XOR’ing this keystream to the 
ciphertext, the original plaintext is recovered. Further matching of the ICV and the output of the CRC-32 
operation, over the decrypted payload, ensures the authenticity of the plaintext. This is depicted in 
Figure 2.

Figure 2.  Standard WEP Decryption Process
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Inherent Design Flaws
One design flaw of the P802.11 (1999) WEP is the relatively small IV space, resulting in a fast reuse of the 
IV. In addition, most of the implementations of WEP by vendors use a static key to encrypt the data, even 
though there are four shared keys available. This further reduces the period before a complete RC4 key is 
reused, and therefore increases the chances for a successful attack.

Borisov, Goldberg, and Wagner (reference 2, located in the Reference section) reported a passive attack 
of decrypting the content by exploiting this weakness using statistical analysis. By collecting enough data 
encrypted with the same IV, they can virtually decrypt all other packets with the same IV thereafter. 

The second flaw is inherent to the RC4 algorithm. This is reported by Fluhrer, Mantin, and Shamir (refer-
ence 1), and verified by Stubblefield, Ioannidis, and Rubin (reference 3). In particular, the cryptanalysis 
exploits the nature of RC4’s key scheduling algorithm in that, after the initializing state with some specific 
keys, the scheduling algorithm puts the random number generator in a particular state so that the first out-
put word is also related to the key. The authors refer to this situation as the resolved condition. This is 
especially easy to attack when part of the key is known. In the case of WEP, the known part is the 3-byte 
IV. This is called the Known IV Attack. When the IV results in a resolved condition, it is called a weak IV.

There are known weak IVs as reported by reference 1. Both reference 3 and other sources, who reported 
cracking the WEP keys, had to collect in the order of 5-6 million packets encrypted with known weak IVs 
before recovering the 40-bit RC4 key. The attack is to observe the occurrences of the weak IVs and record 
the first byte of the corresponding ciphertext. Since the first byte of a plaintext is known (hex AA, the 802.2 
LLC DSAP for RFC-1042 encapsulation), the encrypted value, along with the weak IV, can be used to 
recover the rest of the key bytes once sufficient numbers of resolved conditions are observed.

Ron Rivest, inventor of the RC4 algorithm, acknowledged the weakness and proposed the following reme-
dies (reference 4):

• Strengthening the key-scheduling algorithm by pre-processing the base key and any counter or initial-
ization vector by passing them through a hash function such as Message Digest 5 (MD5).

• Protecting the weaknesses in the key-scheduling algorithm by discarding the first 256 output bytes of 
the pseudo-random generator before beginning the encryption process.

NextComm considers neither of the recommendations feasible from the implementation point of view. This 
is due to the fact that per packet handling cost would be high when either one of the mechanisms was 
adopted. Calculating MD5 for every packet is impractical given that WEP requires re-keying for every 
packet. Also, when the option to drop the first 256 output bytes for every frame is chosen, the processing 
delay (latency) would be introduced for every packet, which becomes impractical when a higher data rate 
802.11 PHY is used.

Instead, NextComm has introduced the Key Hopping security enhancements, which fundamentally circum-
vent the weaknesses without incurring overhead and complexity of the network (hence lower cost), while 
maintaining compatibility with the standard WEP.

Key Hopping™ Security Enhancements

How It Works
As discussed previously, the ultimate vulnerability in WEP is the short IV reuse period. This not only per-
mits a statistical analysis attack to recover the plaintext, as described in reference 2, it also allows a quick 
collection of data encrypted with known weak IV, resulted in a quick key recovery, as described in refer-
ences 1 and 3. Here, NextComm suggests three improvements:

1. The first improvement is to utilize all of the keys and IV space that WEP defines so that the reuse 
period is 4 times of the standard implementation.
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2. The second improvement is to avoid known weak IVs as explained in reference 1. One obvious form of 
weak IV to avoid is (A+3, N-1, X). This leads to filtering out some IVs having a value of 255 in the sec-
ond byte.

3. The most critical improvement is the introduction of a simple, robust, and secure way to change the 
keys frequently. This way, the keys for RC4 encryption are updated before any reuse occurs and 
before a sufficient amount of resolved conditions can be observed.

Why It Works
A simple analysis of how frequently the keys need to be changed to avoid IV/key pair reuse and known IV 
attack is outlined as follows.

Assuming the data rate of the Physical Layer is 10 Mbps, using an aggressive model with no frame over-
head and no contention, the media can support transmitting 104 1K-bit frames a second. With 4 keys and 
an IV size of 3 bytes and given that one IV/key pair is used per frame, it will take 4 times 224 frames to 
reuse the same IV/key pair. This is equivalent to 64 million 1K-bit frames, or 6,400 seconds before the 
reuse occurs. When the data rate increases to 100 Mbps, the reuse rate is 10 times faster, or, it will take 
640 seconds (~10 minutes) to reuse the IV/key pair. According to the attack analysis of reference 1, the 
secret keys can be recovered in the order of observing 1 million frames per key byte. For a 13-byte key 
RC4 system, the key can be recovered when 13 million bytes are observed. This is equivalent to 130 sec-
onds when transmitting 1K-bit frames continuously using a 100 Mbps link.

When Key Hopping is used, if the keys are re-regenerated faster than every 10 minutes, theoretically, the 
reuse will never occur. Also, if the period of Key Hopping is decreased to a number less than 130 seconds, 
the known IV attack will be ineffective. In a typical Key Hopping configuration, the keys would be updated 
every 30 seconds.

Implementation

Longer Reuse Window
The following procedure is part of the Key Hopping enhancements to ensure longer IV/Key reuse period.

1. The IV is initialized with a random number each time the station is started.
2. The default key ID is used as the initial key ID for encryption.
3. For every new frame to be encrypted, the key ID advances to the next key without using the same 

static key.
4. Four IVs are created, one for each key. Every time a key is chosen, the corresponding IV is incre-

mented. This guarantees that each key will be paired up using the entire IV space.

Weak IV Filtering
To further reduce the chance of the known IV attack, some of the weak IVs are filtered during the IV incre-
menting process. This includes the IVs within the range of (3-8, 255, X) for 40-bit keys and (3-16, 255, X) 
for 104-bit keys.

Dynamic Key Generation
In order to allow frequent and secured dynamic key changes, Key Hopping is designed with the following 
requirements:

1. All network devices maintain a set of shared keys. These shared keys are not used directly for encryp-
tion/decryption. Instead, session keys are derived using a robust hashing algorithm and used as the 
keys for encryption/decryption purposes.

2. The input to a known, secure one-way hash function should be the secret shared keys and the output 
from a known large counter. Since a secure one-way hash essentially randomizes the outcome, with 
the frequent updates of the large counter, the output of the hashing function, called session key, hops 
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over the hashing outcome space in a random fashion. The one-way hash function chosen by Key Hop-
ping is the 128-bit MD5 secure hash.

3. The output of the large counter, called session seeds, should change frequently to ensure that the 
resulted session keys will not become reused. The size of the counter should also be large enough to 
ensure the seeds are not reused during the lifetime of the secret shared keys.
Note   It is still a good idea to change the secret shared keys occasionally. As usual, most attacks are 
from inside such as writing down secrets on paper (administrative errors) or recovering the secrets by 
accessing the PC registry directly.

4. Session keys are used the same way in encryption/decryption as the shared keys are used in the stan-
dard WEP process. The main reason to use the same IV plus Key mechanism for generating the RC4 
keystream is to stay compatible with the existing WEP implementation. This is detailed in the next sec-
tion.

Figure 3.  One Complete Key Hopping™ Session
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First, the AP announces session seeds, which are used as one of the inputs to the MD5 hash to generate 
session keys for the upcoming session; a typical session lasts for 30 seconds. The session keys are used 
in a similar way specified in the standard WEP except for the enhancements described earlier. Once a ses-
sion ends, the AP will mandate the Key Hopping process by announcing the next session seeds to be used 
in the upcoming session.

Session Seed announcements are also protected to prevent from attacks so that the stations will hop syn-
chronously even if seed announcements are spoofed.

Compatibility with WEP Stations
Given that no key is safe forever, keys should be changed as frequently as possible. By using the same 
underlying mechanism as the standard WEP, Key Hopping with fast session key changes remain back-
ward compatible with existing WEP based (legacy) stations without jeopardizing the security of Key Hop-
ping stations. An explanation of how Key Hopping maintains WEP compatibility follows.

When the AP is configured to permit legacy stations to join the network, two key spaces are set up: one for 
communication with legacy stations, the other for communication with Key Hopping stations. The latter is 
based on session keys with frequent updates.

Since communication between any two stations on the same network requires the AP to relay the mes-
sage, the frames sent from one type of station will be decrypted by the AP using the proper key space and 
be encrypted, and relayed to the other type of station using the appropriate key space to the receiving sta-
tion. To ensure compatibility, all broadcast messages will be sent out by the AP using the key space 
reserved for the legacy stations.

Figure 4.  Compatibility of Key Hopping™ with Standard WEP
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From the security point of view, the risk of known IV attack still exists for the legacy key space, but the 
knowledge of the recovered legacy keys will only expose the frame exchanges to or from the legacy sta-
tion. Because there are two distinct key spaces, even though the weaker key space might be exposed, this 
will not increase the risk of exposing the secured key space.

Advantages of Key Hopping™
Key Hopping technology brings not only the enhanced security to the existing 802.11 WEP standard, it 
also has the following advantages when compared to other security enhancements proposed by other ven-
dors:

• Scalability – Since the session keys are generated and maintained by every network participants (a 
distributed process), there is little processing overhead on the AP to maintain the state of each individ-
ual station. The overhead on the AP is the same whether there is one station or hundreds of stations 
on the network.

• Compatibility – The Key Hopping AP can be provisioned to permit the interoperability with the stan-
dard WEP compliant stations. This allows a smooth, efficient transition from the less secure WEP tech-
nology to the more secure Key Hopping technology.

• Lower implementation cost for SOHO markets – Key Hopping technology is implemented inside 
the NextComm 7010 MAC chip. Once installed, the NextComm AP and stations can conduct data 
transfer using the Key Hopping technology without any add-on hardware and software, nor the need of 
any external server, as required by other vendors, to perform key management function. This is 
extremely important since any additional cost may not be justifiable in a SOHO environment.
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